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Foundry customers know that their infrastructure is
a solid foundation for running their businesses.
Mazu Networks and Foundry Networks have
teamed up to enable you to do more with your
Foundry infrastructure.

Do More With Your Foundry Infrastructure

Organizations today are faced with a complex set of
challenges to ensure that their networks efficiently sup-
port business operations, are protected from security
breaches, and support regulatory compliance require-
ments.

Mazu Networks and Foundry Networks have collaborat-
ed to integrate Foundry’s sFlow with the Mazu Profiler
to deliver a Network Behavior Analysis (NBA) system
that works with the Foundry product family.

What is Mazu Profiler?

Mazu Profiler is an NBA system that provides real-time
enterprise-wide visibility and control for:

- Internal security: stop malware and insider breaches
- Compliance: asess readiness, monitor security and poli-
cies, and audit

« Application availability: discover, profile, detect, and
respond

How Mazu Profiler Works

Mazu Profiler is an appliance that passively listens to
sFlow from your Foundry routers and switches. It builds
and maintains a model of the behavior of all your appli-
cations, systems, and users. Mazu Profiler monitors real-
time flow data and compares it to the model to assess
risks and threats as well as adherence to usage and
access policies. Profiler enables you to respond to
threats and violations by quarantining hosts using your
Foundry routers and switches.
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What Mazu Profiler Can Do For You

Internal Security

Mazu Profiler identifies potential security risks through
real-time network service/asset discovery and monitor-
ing. This enables you to identify unauthorized servers or
services running on the network that could pose a secu-
rity risk. Mazu Profiler provides real-time identification
of insider breaches and malware and uses the Foundry
routers and switches to quarantine hosts. Impact analy-
sis ensures that you understand the impact of the
response action before you take it. Profiler’s reporting
capabilities support broad forensic requirements to pro-
vide an audit trail of network and application activity.

Compliance

The visibility Mazu Profiler gives you into your network
enables you to verify business and regulatory policies. It
also provides the ability to enforce internal controls by
ensuring that unsecured protocols are not used and by
blocking inappropriate access to systems. Mazu Profiler
provides historical records of connections to regulated
servers and services anywhere in the network to sup-
port chain of evidence.

Application Availability

Mazu Profiler enables you to discover, profile, and moni-
tor applications, giving you enterprise-wide visibility
into application usage. Understanding application
dependency both historically and in real time provides
the ability to identify business processes at risk due to
changes in network behavior, as well as to properly plan
server consolidation or data center moves.



Mazu Profiler delivers a system that provides enterprise-
wide visibility into your network, enables real-time
analysis of risks and threats, monitors adherence to
polices, and enables you to respond to threats and viola-
tions using the Foundry infrastructure.
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125 CambridgePark Drive 4980 Great America Parkway
Cambridge, MA 02140 Santa Clara, CA 95054
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